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2Biometrics - Contents

• Fundamentals of Biometrics
• Analysis, Modeling and Interpretation of Biometric Data
• Leading Biometric Technology
• Multimodal Biometrics
• Biometric Standards
• Small, Medium and Large Scale Biometric Systems
• Integration of biometrics with other existing technologies 
• Behavioral Biometrics in Human-Machine Communication
• Securing Biometric Data and Systems 
• Biometric Encryption
• Biometric Applications
• Privacy and Legal Issues
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• Speaker Recognition
• Dynamic Signature
• Fingerprints
• Iris
• Retina
• Face
• Others
• Multimodal Biometrics

A Quick Overview of Biometrics

DNA



4L’Hebdo, 6 janvier 2005

DNA



5Le Matin dimanche, 9 janvier 2005



6Identifiable biometric characteristics 

• Biological traces
– DNA (DeoxyriboNucleic Acid), blood, saliva,etc.

• Biological (physiological) characteristics
– fingerprints, eye irises and retinas, hand palms 

and geometry, and facial geometry

• Behavioral characteristics
– dynamic signature, gait, keystroke dynamics, lip 

motion

• Combined
– voice
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8Multimodal Biometrics

• Generalities
• Chromosomes
• DNA (DeoxyriboNucleic Acid) 
• DNA Components
• DNA for Human Identification
• Polymerase Chain Reaction (PCR)
• Short Tandem Repeats (STR)
• Capillary Electrophoresis
• Steps in DNA Analysis
• Applications
• DNA Instrumentation
• The Future of DNA Identification Technology



9Questions?

• What to do?

• How?

• Why?



10How close are we to GATTACA?
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12Biological Background

All cells of an organism contain the same DNA content 
(and the same genes) yet there is a variety of cell types.

• There are about 100 
trillion cells in the adult 
human body

• Most of them have a 
nucleus, or center, that 
contains thread-like 
bundles of 
chromosomes

• In these chromosomes 
are all of the instructions 
and genetic information 
needed to make a 
human being



13Human Genome

A chromosome is the visible state of genetic material during a phase of 
the division of the cell (metaphase). Humans have 23 pairs of chromosomes.

Within the chromosomes, are up to 100’000 paired genes, the fundamental 
units of heredity. Genes are made of DeoxyriboNucleic Acid (DNA).



14Chromosome and DNA
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16DNA - The double helix



17DNA

• The spiral starcase, the double helix, is the natural form in which DNA 
is found within the nucleus of the cells

• DNA is a polymer, i.e., a long string of simple repeating units.
• These repeating units are called nucleotides and are of four types:

– Adenine (A)
– Cytosine (C)
– Guanine (G)
– Thymine (T)

• Just as the order of the letters of the alphabet determines the 
information content of words, the order in which these four bases are 
strung together is what gives DNA its genetic information content. 

• The complete DNA molecule consists of two of these strands of the 
four bases. 
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19DNA Components

Four nucleotide types:
Adenine
Guanine
Cytosine
Thymine

Hydrogen bonds
(electrostatic connection):
A-T
C-G

A always is across from or paired 
with T and G always is paired with C

C-G are the base pairs that are the 
unit of measurement in determining 
the size of a given segment of DNA



20DNA Replication

• This structure suggests a 
natural mechanism for the 
duplication or replication
of the DNA molecule, as 
occurs during cell division

• Within the chromosomes, 
are up to 100’000 paired 
genes, the fundamental 
units of heredity

• Each gene can have 
different versions (as many 
as 100 or more in rare 
cases) called alleles, but 
most are the same from 
person to person



21Genetic Information

Information Storage

Organization of Information Location of Information

D4S139 – 139th DNA probe mapped to chromosome 4



22Characteristics of DNA

• Each person has u unique DNA profile
• Each person’s DNA is the same in every cell
• An individual’s DNA profile remains the 

same throughout life
• Most DNA is the same from person to 

person
• Some DNA varies from person to person



23DNA in the Cell

PCR – Polymerase Chain Reaction



24Multimodal Biometrics

• Generalities
• Chromosomes
• DNA (DeoxyriboNucleic Acid) 
• DNA Components
• DNA for Human Identification
• Polymerase Chain Reaction (PCR) 
• Short Tandem Repeats (STR)
• Capillary Electrophoresis
• Steps in DNA Analysis
• Applications
• DNA Instrumentation
• The Future of DNA Identification Technology



25DNA for Human Identification



26What Type of Genetic Variation?



27Multimodal Biometrics

• Generalities
• Chromosomes
• DNA (DeoxyriboNucleic Acid) 
• DNA Components
• DNA for Human Identification
• Polymerase Chain Reaction (PCR)
• Short Tandem Repeats (STR)
• Capillary Electrophoresis
• Steps in DNA Analysis
• Applications
• DNA Instrumentation
• The Future of DNA Identification Technology



28Basic Concepts

Recommended Web page for more details on PCR:
T.A. Brown, “Genomes” BIOS Scientific Publishers, Second Edition 2002
http://www.ncbi.nlm.nih.gov/books/bv.fcgi?rid=genomes.section.6064
http://www.ncbi.nlm.nih.gov/books/bv.fcgi?rid=genomes.section.6217



29Polymerase Chain Reaction (PCR)
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34Combined DNA Index System (CODIS)



35STR Database
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37PCR-STR

• Focus solely on STR regions
• Since these repeat regions are usually bounded 

by specific restriction enzyme sites, it is 
possible to cut out the segment of the 
chromosome 

• Restriction enzymes – a class of enzymes 
obtained from microorganisms that cut the DNA 
strands at specific four to twelve base pair (bp) 
sequences

• Capillary Electrophoresis
– Generally used for separating ions, which move at different speeds when 

the voltage is applied depending on their size and charge. The solutes 
are seen as peaks as they pass through the detector

– Area of each peak is proportional to their concentration
– Produces a chart mapping a person’s exact genetic makeup



38Capillary Electrophoresis System



39Capillary Electrophoresis System



40Comparison



41Example: Two Suspects
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