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6.2.1 Passwords

Username/password combinations are relatively insecure.  Passwords are vulnerable to opportunistic attacks (e.g. badly structured passwords may be guessed, passwords may be accidentally disclosed to unauthorized individuals) or directed attacks such as password cracking. Standards have been issued by various bodies providing general guidance on password selection, usage, management and maintenance. Additionally local guidance has been issued widely by individual organizations and national entities.

One- time password systems provide better protection because each password may be used once only. Passwords are typically generated automatically using software, or using a hardware device.

Another alternative to username/password authentication providing better protection is the use of 'Password Authenticated Key Agreement', which is an interactive method for two or more parties to establish cryptographic keys allowing for relatively simple passwords. With password authenticated key agreement, a user logs into a remote server using his user name and password. The communication between user and server is protected in such a way that no information about the password can be obtained.  Furthermore, the server is aware of all login attempts, so excessive password attempts can be blocked. This implies that man in the middle attack and exhaustive password search are impossible, even with direct access to the server.

An implementation of password authenticated key agreement is proposed under the Secure Remote Password (SRP) scheme. It is proposed for use with the Transport Layer Security (TLS) protocol.  Details can be found in the IETF RFC 'RFC 2945: SRP Authentication and Key Exchange System'.

	Recommendation 4 

Promote the use of SRP in website authentication for all applications and highlight to all parties involved (users, content providers and developers) that usercode and password, even when encrypted over TLS, is not secure enough for financial and other high security applications.

Suggested responsibility: Standards bodies, industry, Member States, and the Commission

Priority: Medium

Deadline and Timeframe: This activity should start within the next year, because passwords are used more and more often every day, and a standard secure alternative is not available.


6.2.2 Biometrics

In some cases the use of biometric methods on their own may offer a convenient and practical alternative to authenticate or verify individuals. As with all technologies, biometrics, too, have their own specific vulnerabilities. Biometrics systems need to allow for day-to day changes in a biometric. A 'margin of error' is necessary so that day-to-day variations in an individual's offered biometric do not cause an authorized user to be rejected because the offered biometric does not match exactly with the stored biometric template. Any biometric system has a FAR (False Acceptance Rate) and a FRR (False Rejection Rate) dependent on the 'margin of error'.  However, this margin of error may allow an unauthorized user to gain access to the system. Other biometric vulnerability is spoofing (e.g. of signature, voice recording, or fake finger using the residual image left behind on a fingerprint reader).

Identification using biometrics is prone to error as soon as the number of users becomes high. It is not recommended to use biometrics alone for identification in a secure environment.

Nevertheless, Biometric systems offer flexibility and convenience in use. For instance they can be used in the same way as a password to verify a claimed identity (i.e. one to one comparison).

Biometric technology involves a probabilistic comparison process that cannot guarantee unique verification of individuals. The ability to discriminate between individuals depends on the modality used (e.g. face, fingerprint, iris) as well as the implementation details and is typically expressed in terms of the FAR. FAR can be used to denote the discrimination ability and the values can range from hundreds to millions.

With passwords and smartcards, regardless of their technical security, there is no guarantee that the presenter is the rightful owner. Biometric authentication is however constrained by the performance limitations (i.e. FAR) and any underlying vulnerabilities (e.g. spoofing and capture/replay attacks). These have to be assessed through security evaluation to determine the residual risks, in the same way as for vulnerabilities of password and smartcard based authentication mechanisms. Because the vulnerabilities of the various biometric mechanisms tend to lie in different areas, the combination of several mechanisms can be a powerful tool to provide much stronger overall assurance of true authentication. The security provided by a biometric system should be evaluated, taking account of the security requirements of the application(s) where its use is intended.

If a large number of biometric devices are used to measure biometric properties, these devices might not be owned by the party that relies on the biometric authentication. In this case, it might be necessary for the devices to prove their identity and proper operation. These issues are currently not well addressed in the literature.

Privacy concerns arise related to the holding of biometrics records by the authorities rather than having the records held securely by the user alone. It is considered that these issues need to be addressed before biometrics can become widely accepted by the public, but they are not considered to be issues for standardization. In addition to activity on official standardization bodies' work on biometrics issues, such as ISO/IEC JTC 1 SC 27 and SC 37, work on biometrics is also being carried out in several national and international groupings.

In Europe, the CEN/ISSS Focus Group on Biometrics aims to support the interchange of knowledge and understanding among European national standards bodies in support of an effective participation in JTC 1/SC 37 and to provide a forum for more detailed consideration of European requirements.

	Recommendation 5 

A specific biometric profile for cross-border interoperability of biometrics applicable to e-Identity should be developed and promoted. International committees address identity and security without consideration of European specific needs because at international level, there are no configurations implying multiple Member States. The profile should address specifically the issues of FAR/FRR discrimination and data protection particularly in regard to European Directives and the recommendations of the Data Protection European Committee (Article 29), which this report has identified as an essential issue for wide public acceptance.

Suggested responsibility: CEN ISSS Focus Group on Biometrics

Priority: High

Deadline and Timeframe: Identification of the requirements for this profile should start as soon as possible, and this activity should continue as long as it is necessary to support the inclusion of European needs.


	Recommendation 6 

Conformance and interoperability mechanisms, both for applications and sensors, should be promoted in order to reach security evaluated interoperable solutions between Member States.

Suggested responsibility: CEN ISSS Focus Group on Biometrics

Priority: Medium

Deadline and Timeframe: This activity should start within the next months, to ensure that these conformance and interoperability means can be built in applications and sensors and to achieve interoperable solutions.



6.2.3 Digital Certificate

A digital certificate contains information in electronic form that identifies the owner of a specific public/private key pair. A third party, trusted by the e-business service provider, digitally signs the certificate to prove its authenticity. The digital certificate then represents the means by which the e-business service authenticates the user. A Public Key Infrastructure is generally required to support the distribution, management and maintenance of digital certificates. Digital certificate standards define the format of the certificate and privacy enhancing features.

6.2.4 Smart Cards

A smart card is a credit card sized token containing a micro processor enabling it to process and store information, to support single or multiple applications and to operate both off-line and on-line. Smart cards may be used as contact cards where the card and the card reader are in contact during the operation or contactless cards where the card and the card reader communicate with each other over a short distance.

Smart cards are an important enabler of e-business applications particularly because they can be used to hold authentication information such as a user's private key in a PKI infrastructure scheme or a user's biometric template. The card may be activated by a user PIN or biometric sample thus avoiding security issues associated with sending authentication credentials over computer networks. In addition to providing secure access control, smart cards may also be used in a wide variety of other applications such as electronic purses, storage of confidential information and loyalty cards.

Smart cards can provide a good solution for authentication and payment, where the card is used in a controlled environment and the card holder is not treating the card as a trusted / signature token. If the card 'signs' a message in this context, it is a card signature and not a user signature (i.e. the certificate and public key belong to the card). However, they are quite unsuitable as trusted tokens for electronic signature because they have no trusted human interface (display, keyboard).

Though smart cards are vulnerable to physical attacks, these attacks are technologically difficult to mount and require the attacker to have possession of the card.

Many of the standards associated with smart cards are associated with defining the physical design of the card in order to achieve interoperability with card readers. Other standards are application specific and describe how the smart card interacts with the application.

There are strong synergies among standardization groups at International (ISO/IEC JTC 1/SC 17, SC 27, SC 37) and European level (CEN/TC 224, CEN/ISSS FG Biometrics):
The SC 17 (card oriented) working groups are improving the physical & electrical characteristics (cycle duration, new electrical tests particularly for contactless cards) with a high impact on the travel documents work related to the ICAO specifications. Regarding particularly the epassport application, the work refers to the SC 37 (biometrics oriented) works (biometrics data interchange format, CBEFF, etc.). All the security aspects for the use of the biometrics, Authentication context and Security evaluation, have been developed within the SC 27 (Security techniques oriented).

At a European level, CEN/TC 224 (card and electronic signature oriented) is developing a specification for a European Citizen Card (ECC) which could  be the technical reference for the Schengen passport and European third country resident card (and, if needed, at national level for an eID card). The work refers to the International standards (physical and electronic card characteristics, biometrics and its use).

In addition to work being carried out by the official standardization bodies there are also several industry and user groupings involved in developing specifications and best practice documents for smart card applications. These include the eEurope Smart Card Forum, the Personal Computer Smart Card workgroup, the Smart Card Alliance, Eurosmart, and the ISCI (International Security Certification Initiative). Other activities include the ETSI SCP Smart Card Platform and TSG CT WG6 (Smart Card Application Access).
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