Biometrics and Privacy

Introduction

Biometrics is the automated recognition of individuals based on their behavioural and biological characteristics, and can be used for the purposes of authentication and non-repudiation, as well as for identification.

The extent to which biometrics can degrade or enhance privacy will depend on how the technology is implemented and used.  The privacy implications for biometric identification are considerably different from those for biometric authentication: 

· For biometric authentication, an individual will typically consent to their biometric data being collected, and they may retain control of this data, e.g. when biometric matching takes places on a smart card in their possession. 

· Privacy is more challenging for biometric identification due to the use of a centralized database, and the possibilities of covert identification systems. 

In the session there was much discussion as to whether biometrics could be a privacy-enhancing technology, or whether biometrics was intrinsically privacy-invasive.

It was agreed that some biometric applications might enhance privacy, for example:

· In medical screening, the one-off use of fingerprints may be preferred to the use of names to match patients and their samples with diagnostic results, as this would allow patients to remain anonymous, and would also provide greater assurance that the results are released to only the correct person. 

· Biometric authentication might be used to restrict operator access to a database of sensitive personal data. This would afford non-repudiation of access making such operators more accountable for any use/misuse of that data.

Nevertheless, unless adequately protected, the collection and storage of biometrics would always have the potential to be privacy invasive. For example: 

· Where the biometric data is stored in a manner that allows medical information to be inferred. 

· Use of an individual's biometric data to link their pseudonym/identity between different applications.

· Uses for surveillance.

Reference was made to the EBF report "Security & Privacy in Large Scale Biometric Systems" which discusses many of the privacy issues in the use of biometrics

Requirements of stakeholders

There is a requirement to use biometrics. Biometrics are already deployed in several applications such as in forensics, criminal justice automatic fingerprint identification systems (AFIS), or the use of watch-lists at border control, for which there are no other effective approaches. For detection of duplicate applications for passports or welfare benefits, non-biometric methods do exist, such as checking the applicant's biographical footprint with a credit-reference agency, but such methods are less efficient than biometrics and are still privacy-invasive. Such applications also provide for proving innocence, and self-protection from fraud.

Some consideration needs to be given on how best to limit the privacy invasiveness of such extant biometric applications that require the use of centralised databases.

From the individual's perspective, privacy may be best protected if their biometric data can be processed in a manner which restricts future use to just those applications for which they has given consent (and which allow the withdrawal of consent). This would prevent the possibility of "function creep". Such protections are feasible using encryption and match-on-card technologies to protect the biometric data.  However, these approaches do not extend to the use of biometrics for identification.

Security is just one of the drivers for using biometrics: many biometrics applications—for example those in the home environment—are based on efficiency and convenience; however, privacy protection mechanisms can reduce this convenience.

Technologies required and those under development

Technologies under development

· Match-on-card, Sensor-on-card

Such technologies enable biometric authentication without the biometric characteristics leaving devices owned by the individual

· Biometric cryptography

This technology integrates an individual's biometric characteristics in a revocable cryptography key. Such technology provides some protection against a 3rd party faking biometric authentication credentials.

Technologies required:

· Interoperable yet revocable biometrics 

In the case of passports, images are stored to provide for interoperability (as well as for human inspection). However the images are not revocable, nor do they provide any protection against "function creep"–the possibility to use the data for further applications. By storing biometrics as templates, encryption techniques can provide for template protection, and the biometric may be revocable simply by re-encryption with a different key. However such a change affect the possibilities for interoperability.

· Standards for interoperability between biometric and non-biometric authentication methods

Such standards might permit individuals a choice of whether or not to use biometrics, but would allow the same level of authentication assurance to be attained. 

Sometimes a paradigm shift, rather than new technology, can enhance the privacy of biometrics. For example first generation European e-passports store an unencrypted face image using a Basic Access Control mechanism—border control agencies have a right to inspect the image. Second generation e-passports are to store fingerprint images encrypted with Extended Access Control – now border control agencies must be granted privilege to inspect these images.

Drivers and obstacles affecting system development

The nature of biometrics, and implications for privacy, are not well understood. Biometrics provide different security properties than more familiar methods for authentication such as PINs, passwords or tokens. Typically, biometrics are not secret, are not unique due to a small probability of a recognition error, and are not revocable (other than through obsolescence as technology progresses). The level of uniqueness, secrecy, and revocability vary for the different biometric technologies.

In developing a biometric solution that maximizes the benefits, and minimizes the risks of using biometrics, it is important to note that benefits and risks are affected by

· technology development: improving the accuracy of systems might make recognition errors less likely, but the consequence of an error more costly.

· the proliferation of biometric systems will make individuals' biometric data more accessible, and at the same time increases the amount of personal data that may be linked by the biometric. This will increase the privacy risks.

Conclusions

Many of the privacy issues in using biometrics are those of general surveillance.

There will be no single solution to minimize the potential privacy loss through the use of biometrics – different scenarios will require different protections. 

When used for authentication, biometric can be implemented to not impact privacy. The biometrics systems that give the greatest privacy concerns are those with centralised databases used for identification; however, such systems are needed. 

Biometric technology alters the balance of privacy in society in a way that cannot be fully mitigated by technology. Citizens therefore need to be better informed/educated of the implications. It is questionable whether there has there been adequate well-informed public debate about the nature and uses of biometrics; in discussion of large-scale biometric systems both sides of the argument frequently present fallacious arguments about the strengths or weaknesses of the technology. 

