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SUMMARY OF THE CURRENT STATUS OF ELECTRONIC IDENTITY 
IN EUROPE, THE USA AND ASIA
The Porvoo Group is an international cooperative network whose primary goal is to promote a trans-national, interoperable electronic identity, based on PKI technology (Public Key Infrastructure) and electronic ID cards, in order to help ensure secure public and private sector e-transactions in Europe. 

The Porvoo Group consists of governmental representatives from European countries; representatives from the private sector, the European Commission and the UN have also attended the seminars. The number of participating member countries has steadily increased and even countries outside Europe have joined the Group. At present, some 30 countries from Europe, the United States and Asia have representatives in the Group. Porvoo Group seminars have at most attracted as many as around 100 participants.

The Porvoo Group is a pro-active, European-level electronic identity “interest group”, widely recognised as a significant and relevant contributor to informed public dialogue in this area. The Group's seminars are held every 6 months. In the seminars, there has always been a comprehensive presentation by the hosting country about the situation of the Information Society and the electronic identity in that hosting country. 
Most EU Member States have already adopted or will soon adopt so-called PKI-based certificates in accordance with the European Electronic Signatures Directive. There are currently several international projects underway that seek to bring about trans-national electronic identity. Utilisation of the genuine European electronic identity still also calls for e-services in keeping with common standards. The PKI-based certificate already grants access to a substantial number of services in Finland and several other European nations but an actual breakthrough for these services depends upon wider prevalence of electronic identity cards among the general public. The role of society in promoting certificates and secure e-transactions has been debated in several European nations.

Leading nations in the introduction of PKI-based certificates include Estonia, Austria, Belgium and Finland, while electronic identity has been a focal topic of development in Norway and Sweden, among others. Most recently, the electronic identity card has been introduced by Spain. Portugal will begin issuing its new Citizen Card in January 2007.

In most nations, the certificate has been linked specifically to identity documents, sometimes also bank cards. Renowned for its high mobile phone penetration, Finland has been among the first to develop so-called “mobile identification”.

The vision of the Asia IC Card Forum, a body comparable to that of the European Porvoo Group, is expressed as “One Card, One Asia”. Several different kinds of electronic identity cards are currently being planned in Asia. The United States is also involved in the development of standardisation together with Europe and Asia and it started to adopt federal employee ID cards (Personal Identity Verification cards) in October 2006.

The following country survey includes examples of the stages of implementation of electronic identity in certain European and Asian nations and the US. The survey is based on the information given by the representatives of the Porvoo Group.
Austria 
In Austria, the PKI based Citizen Card initiative is a core element in Austrian eGovernment activities. Various private sector and public sector projects issue tokens that can be activated as Citizen Cards. This inter alia includes each mobile phone since 2004, each bank card issued since 2005, the health insurance card having been rolled out to each citizen in 2005, and civil servant service cards. In quantitative figures this comes to about 15 million smart cards plus mobile phones – almost every citizen possesses one – to be compared against an overall population of less than 9 million.

Thus, each citizen has the choice of multiple tokens that can be activated as a Citizen Card by requesting a signature certificate for authentication and at the same time receiving a so-called identity link. Certificates can be issued by both the public sector and the private sector. The identity link is an assertion by a public authority that allows for unique identification in processes. Data protection is maintained by so-called sector-specific identifiers that technically inhibit cross-relating cases. On activation of a Citizen Card, certificate fees are charged by private sector certification authorities; activation of the health insurance card is free of charge, however.

Citizen Cards can be used in a multitude of eGovernment services. Prominent examples are tax declarations online, electronic delivery that substitutes registered letters, requesting electronic certificates of residence or extracts from the register of convictions, the health insurance settlement of each consultation of a doctor, and numerous further federal, regional and local services. By applying additional data protection measures the concept is open for the private sector. E.g. some banks use the concept for accessing their Internet banking applications. 

The Austrian Citizen Card is a technology-neutral and open concept. Alien electronic ID tokens have already been integrated, such as the Belgian, Estonian, Finnish and Italian cards.
Belgium 

In Belgium, PKI certificates are in use for identification in online services. There are various services available: tax-on-Web and MyData (Mypersonalfile) – allowing citizens to browse their own tax information and information in Belgium’s national population register –  as well as e-registered letter, e-banking etc. Social security/ health insurance information on the card is also in the works.
The electronic ID card project was launched in 11 pilot municipalities in the spring of 2003. In 2004, the government decided to start general use of the electronic ID card and since June 2005, the cards have been issued in all of the country’s municipalities. 
The current population of Belgium is 10.5 million. More than 2.7 million electronic ID cards had been issued by May 2006. Citizens are required to have ID cards. The certificates are issued by CertiPost, a semi-private organisation. The number of certificates activated is over 4 million and annual growth rate 20%. The number of electronic ID cards is expected to top 5 million by the end of 2007.

The electronic ID card is recognised as official proof of identity and it is accepted as a European travel document. 

The summary of Belgium is based on the seminar presentations from 2005 and from spring 2006. The current status is presented in the Porvoo 10 conference.

Estonia

In Estonia, PKI certificates are in use for identification in online services. There are various services available from authentication to different services to e-tickets for public transportation. In future, the banking sector will make authentication with electronic ID card its main method. It is already one of the methods available. Identification with PKI certificate is commonly used both in public services and services offered by private enterprises. 

The current population of Estonia is 1.4 million. The number of electronic ID cards issued by October 2006 was 1,001,371. Citizens are required to have ID cards. The electronic ID card is recognised as official proof of identity and it is accepted as a European travel document. 

AS Sertifitseerimiskeskus (Certification Centre) issues PKI certificates under a contract with the State. The ID cards are issued by the Citizenship and Migration Board. There is no special fee for certificates, but there is a fee (subsidised by the State) for ID cards.

There are no hindrances or obstacles to the increased use of PKI certificates. Focus in the development of certificate use is both on identification of citizens and consumers and the identification of employees of organisations. In the near future, development in the number of certificates is expected to fall, as nearly 90% of the Estonian population between the ages 15 and 74 already has a valid electronic ID card.
About e-Voting in the Elections of Local Government Councils held in Estonia in October 2005, see the attachment in the end.

Finland

In Finland, PKI certificates are in use for identification in online services. There are nearly one hundred online services available to be used by PKI certificates, including both commercial and governmental applications such as social and healthcare services, banking, insurance, Tax Administration, Public sector online forms service, The Ministry of Labour, The Finnish Defence Forces and city and community services. The list of services is available at www.fineid.fi -> Service list. A decision was taken only recently to test PKI identification in certain municipalities in the 2008 municipal elections. 
The Finnish Population Register Centre has been working on a “gateway service” for e-service providers. The goal is to assemble data from the various official registers for use in the online services and to utilise a harmonised and secure identification procedure therein. The service comprises a time stamp service, among other features.

Focus in the development of certificate use is both on identification of citizens and consumers and the identification of employees of organisations. Both types are in active use. 
Chip ID cards for government employees are being adopted throughout Finnish central government during the autumn 2006 and the year 2007. The ID cards and certificates are produced by the Population Register Centre. The photo ID cards contain a qualified certificate enabling identification to log into information networks, authentication of network users and their usage rights, encryption of email and other documents and provision of a binding and undisputable electronic signature, as specified in Finnish legislation. Moreover, the chip ID cards may be utilised in transactions and in identification between organisations. 
Government Employee Certificates are part of the same Finnish certificate infrastructure as the qualified certificates – or citizen certificates – available to the public. As the citizen certificate becomes more common and government employees receive their certificates, new opportunities will open up for the development of e-government services. 

The current population of Finland is 5.2 million. ID cards are not mandatory. Approximately 123,000 electronic ID cards had been issued by October 2006. The number of activated certificates, so-called citizen certificates, is ca. 104,000 and it grows annually by 35,000. The number of electronic ID cards is expected to reach 160,000 by the end of 2007. The electronic ID card is recognised as official proof of identity and it is accepted as a travel document in European countries. Card holders are able to have their social security details imprinted on the card. Besides ID card the citizen certificate has been available for the Visa Electron cards issued by the OP Bank Group and for SIM cards issued by TeliaSonera Finland Oyj and Elisa Corporation. 

The certificates are issued by the Finnish Population Register Centre and the cards by the Police. The Population Register Centre is currently the only so-called Certificate Authority of qualified certificates in Finland that is able to issue Pan-European certificates, as specified by the Act on Electronic Signatures and the relevant EU Directive. 
The card reader software can be downloaded free of charge from the web site of the Population Register Centre. 
There are no formal hindrances or obstacles to the introduction or increased use of PKI certificates. The lack of services and applications limits the need for using the certificates, however.
The chances of obtaining subsidies from society for the cards have been debated in Finland. For example, the Finnish Information Society Strategy for 2007–2015 published in late September includes a proposal on making the citizen certificate free of charge to all acquiring it in 2008.

Finland has been active in both international dialogue on secure e-services and widespread national debate. The so-called EID Group provides a forum for the Government, banks, telecom operators and service providers to discuss together measures to support the increased prevalence of the citizen certificate and secure e-services. The Finnish Population Register Centre plays an important role also in coordinating these discussions.

France

In France, PKI certificates are in use for identification in online services. Currently certificates are not commonly used in Business to Business, B to B. Most services are Administration to Citizens (A to C), Administration to Administration (A to A) and Administration to Business (A to B). Some examples:

· A to C: The administration offers a software certificate for online income declaration. Healthcare professionals have their own PKI for authentication, signature and encryption on the health networks. Already 600,000 healthcare professionals have a smart card, called CPS. They use them for around 1 billion reimbursement forms every year with health insurance. The future healthcare smart card for the citizens, called Vitale2, will have authentication and signature certificates, and will be used for access to medical data. The certificates will be valid for the healthcare sector only.

· A to A: PKI for administrative links between city mayors and representatives of the State (“prefets”).
· A to B: Enterprises are obliged to use PKI for their VAT declaration. They can also apply for tenders by online means and use PKI for online social and administrative declarations.
More applications are planned.

5.7 million income declaration certificates and 1.8 million healthcare professional certificates (3 certificates/ card) have already been issued. It is expected that 60 million Vitale2 certificates will be issued In the future. 

Income declaration certificates are free of charge, healthcare professional certificates are paid by the health insurance and Vitale2 certificates should be free. VAT certificates must be bought by enterprises, like certificates for tender application, etc.
The current population of France is 62 million. No electronic ID cards have yet been issued. ID cards are optional for citizens and should remain so when electronic ID cards will be introduced. A Bill is under examination for electronic ID cards and an ID database. As far as electronic ID cards are concerned, the main obstacle to the introduction of PKI certificates is the problem of the preliminary checking of identity, because there is no database currently in existence. 
Norway

In Norway, PKI certificates are already in use for identification in banking and lottery online services for the public. In 2007, bank and lottery certificates might be used for identification in public e-services.  

Bank cards have a very strong position and meet most requirements in Norway. There are 600,000 BankIDs stored centrally. All bank customers (2 million) will have PKI-enabled certificates by mid-2007. The national lottery has issued 1.7 million certificates on smart cards to users. By mid-2007 there will be 3.7 million electronic identities in bank and lottery certificates. The certificates are subsidised by banks and the national lottery; this greatly reduces the cost.
Focus in the development of certificate use is both on identification of citizens and consumers and the identification of employees of organisations. Banking services for citizens are the issue being addressed now, however.
It is expected that in future, the BankIDs will be harmonised between banks and more payment services will become available, as will extended use for access to other services. A decision on a Schengen-type card is pending. 

The current population of Norway is 4.5 million. There are no national ID cards at the moment in Norway and the ID card is not mandatory. Whether the electronic ID card will be recognised as official proof of identity or accepted as a travel document remains to be decided. The decision of the ID card and certificate issuer has not been made yet.
The hindrances or obstacles to the introduction or increased use of PKI certificates are connected with privacy regulations.

Portugal

In Portugal, PKI certificates are not yet in general use for identification in online services. Currently only some professional groups, e.g. lawyers, have PKI certificates and there are services using them only available for some professional groups, e.g. online creation of an enterprise or sending documentation to a court of law (both by lawyers).
With the Portuguese Citizen Card it is expected that all citizens will have PKI certificates. In the near future it is also expected that several new services using the Citizen Card will be available, among others change of address, bank account creation, tax e-services. With the Citizen Card Project, the Government wants to push PKI certificates and e-services. 

The new Portuguese Citizen Card will start to be issued in January 2007. It is expected that all ten million Portuguese citizens have the card with PKI certificates by 2013. The Citizen Card will be mandatory and it will be recognised as official proof of identity and accepted as a travel document for the Schengen area.

PKI certificates are issued by private and public organisations. For the Citizen Card Project, PKI will be issued by the public organisation responsible for issuing the card. 
Focus in the development of certificate use is on identification of citizens rather than on the identification of employees of organisations. However, organisations might use the citizen identification in order to identify its customers or employees. 

Slovenia

In Slovenia in April 2006, the Slovenian Government adopted the Strategy for Electronic Commerce in Public Administration for 2006–2010. Its main goals are better, more efficient and more secure public administration services. By the end of 2010, Slovenia seeks to be one of the leading EU Member States in the field of eGovernment and among the top 10 countries globally in the field of e-democracy. 
The Slovenian strategy and action plan includes eGovernment services between administration, eGovernment services for Business and eGovernment services for Citizens. Citizen services involve a new eGovernment portal which completes e-cycle with e-inhandling, e-signing and e-payments.

An electronic identity-related good practice case from Slovenia is the greater security achieved in banking on the basis of PKI technology. The solution can be utilised widely both in the public and private sector. Another good practice case is Health Insurance Card System.

In Slovenia citizens can obtain the certificate free of charge, if they so desire. The certificate is not charged by the State. The number of certificates in use was ca. 100,000 in the spring 2006, i.e. some 5% of the population.
The summary of Slovenia is based on the seminar presentations from spring 2006. 
Sweden

In Sweden, PKI certificates are in use for identification in online services. Certificates are issued by Swedish banks (BankID and Nordea), TeliaSonera and Steria.

The current population of Sweden is 9 million. The electronic ID card is not mandatory. 2 million cards with electronic identity had been issued by October 2006 and the number of certificates activated for use in e-services comes totally 1.2 million. 

The national electronic identity on card is issued as a passport by the police. It is not yet used for e-services, but it is a Schengen passport. After one year, approximately 25,000 national electronic ID cards have been issued. 
Examples of e-services based on electronic identity certificates: 
· Swedish Tax Agency: income tax return, monthly corporate tax return, tax account, registration of a business etc.

· National Social Insurance Board: temporary parental benefits, calculation of retirement pension in cooperation with private insurance companies etc.

· Swedish financial aid for students 

· A large number of local government 

· Swedish Farmers Association 

· Online shopping.

Information exchange between organisations has been developed, i.e. electronic identity for organisations.

Future of electronic identity in Sweden: 

· Mobility: the same electronic identity in WPKI (phone), interactive TV, ATM etc. 

· Generality: the electronic identity not only connected to a person certificate but also connected to different rights.

The summary of Sweden is based on the seminar presentation in the Porvoo 10 conference.

United Kingdom

In the United Kingdom, PKI certificates are in use for identification in online services, but for specific services rather than at a wide-scale central government level. There are local government level PKI certificates issued on a local level for citizen services, but these are on a small scale at the moment. In addition, Driver and Vehicle Licensing Agency (DVLA) issues the UK Digital Tachograph card for lorry drivers and some bus drivers. 
The use of PKI certificates is expected to grow in the coming years, primarily via the planned national ID card from 2008–2009 and the driver licence smart card. There is no fixed date for the smart card driving licence as the United Kingdom is awaiting formal EU approval for standards. Local government issued PKI certificates are also expected to grow.

The current population in the United Kingdom is 60 million. No electronic ID cards have yet been issued. Implementation of national ID cards is planned from 2008–2009 with the phased implementation of 5+ years.

Whether there will be any hindrances or obstacles to the introduction or increased use of PKI certificates is difficult to answer until the ID card is introduced, but cost will be a factor – the proposed ID cards are to be self-financing with no subsidy by society. 
Focus in the development of certificate use is primarily as a means of identification and secure online authentication for citizen services, rather than on the identification of employees of organisations.

-----------------------------------------------------------
The United States
Under a Homeland Security Presidential Directive, the United States started to adopt federal employee ID cards (Personal Identity Verification cards) in October 2006. Where possible they will also be implemented for all eligible contractors and thus the total number of cards will reach 30–40 million. In the USA, the main focus is on services and on standardisation related to their interfaces. Standardisation is being developed together with Europe and Asia.
The summary of the United States is based on the seminar presentation in the Porvoo 10 conference.

Asia 

The Asia IC Card Forum, a body similar to the Porvoo Group, expresses its vision as ”One Card, One Asia”. The forum consists of China, Japan, Korea, Singapore and Thailand and seeks to promote the interoperability of electronic identity and the so-called Tourist Card. Asian countries are planning the introduction of several different electronic identity cards. 

Japan

The new eJapan strategy focuses on utilising IT in healthcare and on eGovernment. During 2006, all government employees will receive their electronic identity, which will be used in authentication and logging into systems.

The goal is that all eGovernment services should be accessible with a single, resident registration card prepared by the central government. The resident registration card will render possible the electronic signature. In addition, the card will act as a passport and it will include the biometric identifiers required by ICAO (the International Civil Aviation Organisation) as is the practice to be complied with in Europe. 
The summaries of Asia and Japan are based on the seminar presentations from 2005 and spring 2006. The current statuses are presented in the Porvoo 10 conference.

-----------------------------------------------------------
ATTACHMENT
Internet Voting in the Elections of Local Government Councils in Estonia in 2005

Voters in the Elections of Local Government Councils held in Estonia in October 2005 could cast early ballots over the Internet with an electronic identity card. As far as is known, this marked the first time anywhere in the world that Internet voting was possible in national elections. 

Attitudes towards e-voting have mostly been favourable since the beginning of the e-voting project. In the local government councils elections of 2005, about 2% of the voters, i.e. 9,317 persons took advantage of the possibility of Internet voting. The general conclusion is that the implementation of e-voting in the local government councils elections of 2005 was successful. The auditors confirmed that the e-voting system worked correctly. No failures or problems that could have shattered people’s trust in the honesty of e-voting and the reliability of the system were observed. 

E-voting was legalised in all election acts in Estonia in 2002. There was political debate on making amendments to e-voting provisions in 2005. The amended act entered into force in September 2005. E-voting in local government councils elections started on 10 October on the web page www.valimised.ee. 

Main principles in e-voting
The main principles in e-voting were as follows. All major principles of paper-voting are observed; Internet voting is allowed during the period before Election Day; the voters use ID cards; the system authenticates the voters; the voters confirm their choice with a digital signature. To guarantee the freedom of voting, e-votes could be changed with an e-vote or by ballot. Changing of e-votes was allowed only on sixth to fourth day before Election Day so that no advantage would be given to e-voters in comparison to other advance poll voters outside the polling division of their residence. The vote given last was taken into account when counting repeated votes. When the vote was also cast as a ballot, this was taken into account in verifying the election results and the e-vote was cancelled.

The general technical pattern of e-voting has been derived from voting outside the polling division of residence in Estonia. In these two voting methods, both the ways of checking that the vote has been cast only once and guaranteeing the anonymity of the vote are similar. E-voting, like voting outside the polling division of residence, is possible only during advance polls. This is necessary in order to guarantee that in the end only one vote is counted for each voter. 
The most important factor is the mandatory ID card

In terms of e-voting the most important factor is the mandatory ID card that has the functions of remote authentication of persons and digital signature. The small population (1.4 million) allowed very quick implementation of the ID card project: ID cards have been compulsory since 2002. By October 2006 over one million cards have been issued; thus, some 71% of Estonian residents now hold an ID card. - Amongst the preconditions for the implementation of electronic voting has also been the Internet-based electoral information system (EIS), which the National Electoral Committee started using in 1999.

The National Electoral Committee organised a publicity campaign to provide information about the elections, including e-voting. One of the aims of the campaign was to draw attention to e-voting as a new way of voting. Before the elections, all persons eligible to vote were given an opportunity to test e-voting. All major political parties were also called to take part in a training course on observing e-voting.  

Source: Report on Internet Voting at the Elections of Local Government Councils on October 2005

For further information: http://www.vvk.ee/engindex.html 
