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What are the most pressing issues facing the 

Biometric Industry as we move into 2011? 
 

 
 

Again this year the most pressing challenge facing our industry is very clearly 

EDUCATION, EDUCATION, EDUCATION! It seems like many companies have taken 

initiatives this past year to try and address this issue but most feel that a more industry 

wide approach is needed. I do know from my work with the IBIA, that education is very 

high on their agenda as well. 

In a close second place came many comments about Cost, Price, slow Government 

sales cycles, ROI and the Recession. Also tied into these challenges were comments 

about consolidation and the need to continuously bring new applications to market. 

Privacy is in the third spot and again this year tied very closely with the education 

issue. It seems like MISINFORMATION is clearly an issue that we as an industry must 

come to terms with. Misinformation from mainstream media, from those without a real 

understanding about biometrics and the benefits associated with them and 

misinformation from supposedly reputable sources like the National Research Council 

Report - Biometric Recognition: Challenges and Opportunities. How this report passed 

any kind of review or due diligence is beyond me! Not only was the information way out 

of date, it was also presented in a manner that was not professional. Their press release 

headline for example, “Automated Biometric Recognition Technologies Inherently 

Fallible”, should not have been allowed to be used, as anyone with any PR experience, 

would know that this headline is all that a media outlet would latch on to thereby 

creating massive MISINFORMATION. Read the IBIA’s response to this report… 

http://www.findbiometrics.com/articles/i/8338/ 

Several new challenges surfaced this year: 

 Cyber security presents both a challenge and a huge opportunity 

 Same holds true with Travel 

 Mobile technology 

 Lack of trained professionals was mentioned by several respondents 

 Need for successful large scale deployments 

 International regulatory and legal issues 

And yes, Standards and Interoperability challenges still exist, but as an industry we 

seem to be making good headway here. 

 
 

http://www.findbiometrics.com/articles/i/8338/
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Complete respondents’ submissions to Question 2. 
 

Mohammed Murad, Vice President Global Business Development &  Sales, Iris ID 

As always our biggest issue is the EDUCATION of customers.  It has been very difficult to 

defuse some of the misinformation about privacy vs. protection of identity.  However we have 

made some significant progress as an industry. 

Peter Went, WCC Smart Search & Match, CEO 

Adoption of biometrics and associated technologies in the private sector represents a huge 

opportunity for the industry.  While the debate over adoption has often centered around privacy 

issues, there are many indications that convenience trumps privacy and that rapid adoption 

hinges more on providing convenience that is compelling to individuals.  For an industry that 

has been focused on technology and metrics like FTE, FAR, and FRR, it will be a major 

challenge to change that focus to the needs of the individual and to channel the creative energy 

that has led to amazing technology innovation into amazing convenience innovation.  I expect 

this will become an issue in 2011 but it may take longer to find all of the right solutions. 
 

B. B. Nanawati  Deputy Director General, Unique Identification Authority of India 
Planning Commission, Government of India 

Lack of capacity to handle the increasing demand of Identity resolution solutions across 

organizations and countries has emerged as one of the major challenges for the industry. This is 

going to be more pronounced as we move forward. Lack of algorithm engineers and 

professionals is another challenge and finally the limitation in the Hardware capacity 

particularly for the Iris Identity. 
 

Mike DePasquale, BIO-key International, CEO 

1. Biometric appliances and applications must become ubiquitous, augmenting and/or replacing 

passwords and hard tokens as a more convenient and secure method for individuals to 

establish identity. The public is aware of the benefits that biometrics offer and is ready and 

very willing to use biometrics as evidenced by the October 2010 Unisys report that found; 

a. ―Consumers trust fingerprint biometrics over photo identification, PIN numbers or 

handwritten signatures to verify their identities when using a credit card or requesting 

personal information‖ and 

b. ―93 percent of Americans are willing to supply a biometric to increase physical safety 

at airports.‖ 

2. Our industry MUST become a driving force in educating the marketplace that biometrics is 

part of a full and complete security solution that delivers more cost effective, more accurate 

and  more convenient identification solutions.   
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Clark Nelson, MorphoTrak, Senior Vice President, Sales & Marketing 

Some of the issues identified as a priority for 2010 continue to require attention as we move 

into 2011. Some of these issues stem from the need to strengthen acceptance of biometrics for 

security and identification. There is a continued need to educate interest groups and politicians 

who do not understand biometrics and the value they bring in reducing fraud, increasing 

security, and how biometrics protects the privacy of individual citizens. For example: 
 

 The National Research Council report on biometrics, released in September, caused a stir. 

Industry advocates were alarmed at the sensationalistic press release headline "Automated 

Biometric Recognition Technologies Inherently Fallible‖, which implied that biometric 

technology cannot be relied upon. While the report provides useful recommendations for 

further research, it provided a platform for opponents of biometric identification by 

overstating the shortcomings of current biometric technology and ignoring recent advances. 

 There continues to be a need to integrate biometric safeguards into large-scale nationwide 

identification systems such as E-VERIFY, and we are gratified that this key program is 

experiencing more widespread public acceptance and Congressional support.  E-Verify 

serves as an essential and rapidly growing tool for employers who are committed to 

maintaining a legal workforce, the U.S. Federal Government must find a means to ensure 

that the employee information entered into the system is protected and authentic. Biometric 

authentication in E-VERIFY and social security card programs has become imperative to 

prevent illegal workers as well as fraud and identity theft. 

 The continued deployment of TWIC readers is needed to secure the nation’s ports. TWIC 

program pilots with biometric readers performing electronic and biometric verification in 

four major Seaports is moving forward. To date 1.7 million TWIC cards have been issued, 

and data is being collected to assess the impact on commerce as truck drivers, stevedores, 

and port employees are required to authenticate to their TWIC card as they enter some of the 

busiest ports in the US.  

 We should continue to champion the expanded use of biometrics for everyday applications. 

Some areas have seen more acceptance than others. For example logical and physical access 

systems using biometric authentication are becoming more widespread. But acceptance has 

lagged in the use of biometrics in identification documents. There are myriad potential uses 

for biometrics in identity management, ranging from health club membership, to corporate 

ID cards, to health care and social benefit ID cards. Education and careful implementation 

are key to public acceptance. 

 Both government and industry should adopt more systems that fuse multiple biometrics into 

a single system. Such systems provide even greater security and match confidence than 

using a single biometric. Promising new physiological modalities include matching tattoos, 

finger and palm vein, ear (lobe) shape, even nose shape.  
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Phil Scarfo,  Lumidigm, Inc. Senior Vice President, Sales and Marketing 

Improved biometrics performance, reliability and robustness continue to be critical challenges 

for this industry. In commercial applications where the use of biometrics is not mandated, 

performance and a hard ROI are ultimately the fundamental drivers. Biometrics adoption will 

only happen in these markets if there is a clear and measurable financial benefit.  
 

Improved performance is even being demanded in traditional compliance-driven applications. 

Programs like e-prescribing, which deal with the managed distribution of controlled substances, 

are a natural application for biometrics technology. But wherever increased security is being 

mandated, biometrics providers not only compete with one another but they must also compete 

with other forms of strong authentication, like cards, tokens, etc. 
 

So biometrics adoption requires that products not only outperform these alternatives but they 

must provide greater efficiency and a better financial return. As such, product, deployment and 

post-installation support costs must continue to fall while performance improves. Only when 

these cost/benefit curves cross over will our technology become truly viable.  
 

Another challenge in 2011 is the heightened sensitivity over privacy. Despite some progress 

here in recent years I now worry that user concerns over privacy could actually be exacerbated 

by intrusive policies like those used by TSA. These added sensitivities could certainly create 

additional headwinds for this industry. On the other hand, these same issues could become an 

opportunity for us to revisit some old ideas. Airport security is a perfect example of where 

biometrics could make a meaningful and positive impact. Biometrics-enabled ―fast lanes‖ for 

pilots and frequent travelers could certainly ease the burden and reduce backups at airports. 

Perhaps in today’s climate we might see greater public acceptance of biometrics as a viable 

alternative to body scanners and invasive pat-downs. 
 

Lastly, I see both potential and a challenge for biometrics in commercial applications like 

healthcare. In the growing debate over raising healthcare costs, we know that there is a real and 

significant role for biometrics in helping to reduce waste, fraud and abuse. If we really intend to 

make any meaningful progress in controlling costs in this healthcare debate, knowing ―who‖ is 

providing and receiving these benefits must be addressed. 
 

The value proposition for biometrics in healthcare is compelling but the challenge is to make 

the technology affordable, reliable and re-focused on convenience. For years we’ve been 

viewed as an industry focused on security. Security is, by design, intended to block, whereas a 

properly-designed biometrics system could actually enable users, improve efficiency and 

increase convenience. Near term, the focus will continue to be on provider-focused healthcare 

applications. Over time some really interesting patient-facing applications could emerge and 

provide significant growth opportunities for biometrics. 
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David Johnston, VP Market Development, AOptix 

Looking back, it’s hard to fathom that a decade ago IT experts everywhere were breathing a 

sigh of relief for having made it past Y2K.  Looking forward, there are much bigger problems 

out there. 
 

First: Exposure of our cyber-connected infrastructure exists on entirely too many levels.  

Biometrics per se probably isn’t much of an answer to vulnerabilities that make it possible for 

nearly one fifth of all web-traffic to be channeled through a conduit (China, earlier this year) 

where any/all that content could be disrupted, corrupted, or intercepted.  However, as mobile 

platforms replace fixed platforms as the point from which a majority of users enter cyberspace, 

it argues for a level of individual authentication and authorization for on-line activity that is 

desperately lacking today. Siemens recently noted that over 80 percent of biometric users polled 

DIDN’T employ them for logical access. The notion of conjoined physical and logical security 

isn’t out of date.  It’s just that post 9-11 priorities drove a people and property focus as we 

tightened the screws down on borders, travel and building access with biometrically-enabled 

PIV and the like.    That’s still important BUT our vulnerability in logical access is real, and 

determining if and what role biometrics has in neutralizing should find a way onto the priority 

list.  
 

Second:   Travel Transformation:  It has taken a year for memories of a nearly successful 

―Christmas underwear bomber‖ to morph into passenger outrage at the full body scan and/or 

highly personal pat-down.  So, I see opportunities for biometrics companies to find 

opportunities in ―registered traveler programs‖ in the US and abroad.   A large section of the 

travelling public—particularly road warriors/very frequent travelers-- would probably delight in 

being recognized as posing no threat rather than receive treatment more usefully directed at 

―unknowns‖ who might be.  In addition, the financially fragile airline industry can use all the 

help it can get to improve productivity.  Facilitating passenger progress at check in, through 

security, or even airport embarkation all represent opportunities to add enhancements to the 

passenger travel experience that were compromised as we put a security apparatus into place 

that is still far, far from perfect. 
 

Third:  Perception about our business and the capabilities of the products we make and 

solutions we can enable simply lags reality in so many areas.  Effectively addressing the 

privacy-security tradeoff has always been a difficult balancing act that does not lend itself to 

―sound-bites‖ or even ―elevator pitches‖ that stake our industry’s position coherently.  And, 

even if we had the story down cold, the industry is certainly at a financial disadvantage in terms 

our ability to get the message communicated.  
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John Mears, Lockheed Martin, Director of Biometric Solutions 

  Working through the economic downturn and industry consolidation. 

 Countering misinformation about uses and reliability of biometrics in various operational 

situations. 

 Working through legal precedents, policy changes, and public perception impedances so that 

biometrics can be effectively applied to our global security challenges while preserving or 

enhancing privacy for law-abiding citizens. 

 

José Luqué, Merkatum Corporation, President/CEO 

A. Entry Barriers / Penetration: Breaking the ―privacy paradigm‖. Biometrics-centric projects 

are not being evaluated nor implemented due to real and perceived barriers associated to 

privacy issues, thus defraying potential economic and safety/security benefits.   These 

barriers can be addressed via policy, operational, and technological approaches. 

B. Effective budgetary appropriation:  Projects need to be funded faster and sufficiently.  

Operational priorities in sponsor agencies override biometrics projects due to limitations of 

financial and human resources.   

C. Lack of deeper knowledge in biometrics:  Technology vendors, systems integrators, and end-

users require better integrated expertise in the overall system deployment cycle (project 

design > sales > system design > project deployment and maintenance). 

 

Harry Helmich, Science Applications International Corporation (SAIC), Vice President 
and Division Manager 

Challenges include: 

 Lack of interoperability for biometric devices and the numerous algorithms.   

 The unresolved adoption of standardized, non-proprietary templates is a major roadblock in 

terms of cost, usability, and data sharing. 

 Reducing match times for critical missions. 

 Need for standoff/non-cooperative biometric collection – the ability to match an individual’s 

biometrics and minimize the risk for collectors. 

 The continued concern for privacy and a lack of trust in western countries.   

 

David Benini, Senior Director, Marketing, Aware, Inc. 

Consolidation, competition, price pressure. 
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Bojan Cukic, West Virginia University, Center for Identification Technology Research, 
Professor and Director 

1. Increasing the security guarantees in biometric applications 

2. Developing a concept of operations for internet based biometric applications 

3. Understanding the theoretical and practical performance limitations in large scale 

deployments.   
 

Joe Rosenkrantz, Airborne Biometrics Group, Inc., CEO 

Public Acceptance, Standards, Less effective technologies being implemented such as body 

scans. 
  

Angela Trilli, IEEE, Direct Marketing Manager, Lead Generation 

 As governments around the world continue to face significant economic challenges, how 

will near-term financial constraints be counterbalanced with the ongoing imperative for 

greater security?  Will there be enough large projects in the near-term to support the 

biometrics industry in its current form, or is further consolidation necessary?   

 Longer-term, as the use of biometrics continues to grow globally in both the public and 

private sectors, it will be increasingly challenging to identify and train all of the qualified 

individuals needed to meet the growing demand for a high-quality biometrics workforce. 

Historically, there has been a lack of training programs that cover biometrics at an 

appropriate depth and breadth for today’s practitioner. The IEEE CBP program helps fill this 

gap by focusing on the relevant knowledge and skills necessary to apply biometrics to real-

world challenges and applications. It’s intended to be comprehensive, yet practical. 
  

Cyrille Bataller, Accenture, Director – Accenture Technology Labs Europe 

Biometrics enable self-service and automation, and therefore greatly improve operational 

efficiency while maintaining or improving security. There is a compelling business case in most 

situations (for instance, enabling 4x passenger throughput with the same number of agents at 

the border), yet adoption has been slow, in part due to misconceptions. As an industry, we need 

to continue to communicate on the power of biometrics technology, for security, automation, 

privacy enhancement, and convenience. 
 

C. Maxine Most, Principal, Acuity Market Intelligence 

Balancing stability with innovation.  As the industry consolidates and the need for globally 

interactive biometrics drives market evolution, the continuous innovation required to produce 

increasingly predictable, reliable, and secure biometrics is critical. Keeping these two 

countervailing forces in check so that the industry can progress in a way that continues to 

inspire confidence while addressing evolving market requirements is the biggest challenge the 

industry will face over the next few years.  
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Michael Delkoski, VP and General Manger, 3M, Security Systems Division 

The economies around the world have been slowed and therefore around the world some of the 

government spending has been slowed. A lot of the business in biometrics especially in law 

enforcement and border today, prior to us getting to the commercial applications, are tender 

processes. So they are tender, bid contracts and you are also tied into governments awarding 

when they think they are going to award and all sorts of additional delays that come with large 

contract types of business. 
 

In terms of the acceptance of the technology there is really not a problem there. Growth in the 

market today is slowed somewhat because of economics and government, but we are seeing a 

nice pipeline of contracts in 2011. We are also seeing more movement in the commercial 

applications that are not tied to the volatility of government business. 

 

Robin Na, IDTECK, Assistant Manager 

Companies are constantly introducing new products and technologies to the market. But it is 

just as much important to stabilize the existing products and technologies that are already out in 

the market. In our case, we have released camera embedded fingerprint access controller, 

MAC1000, but in the upcoming 2011, we are planning on launching MAC2000, which is an 

upgraded version of MAC1000 with an addition of facial recognition feature. As the biometric 

industry matures, we are expecting to see various multi modal products in the market.  

 

James L. Wayman,  San José State University, Research Administrator 

Human factors, human factors and human factors. 

 

 Walter Hamilton, IBIA, Chairman  & President 

1. The biometric industry must work harder to educate policy makers, legislators, and the 

public on the successes and real benefits of implementing biometrics. 

2. The industry has made progress in developing biometric template protection techniques and 

countermeasures to defeat spoofing attacks.  However, more work needs to be done to 

develop standards, best practice guidance and conformance testing protocols for these 

important capabilities that will enhance the trust in biometric authentication.   

3. Authoritative guidelines on remote authentication do not recommend the use of biometrics 

as an authentication factor because biometrics are not secrets.  The industry needs to address 

these concerns and provide solutions that will ensure industry acceptance of biometrics as a 

legitimate authentication factor when used in web-based e-authentication applications. 
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John Christensen, Northrop Grumman Corporation, Biometrics & Identity 
Management Account Executive 

1. Global Recession and Funding for Biometric Systems: As IT budgets are slashed and IT 

programs are downsized, biometric systems will be increasingly required to justify their 

value through real measurable cost/benefits and documented savings. ―Added security‖ is 

not enough.  Long-term sustainment requires economies of scale to kick in if adoption and 

deployment are to be sustained. Models showing total cost of ownership and system 

lifecycle costs play into the affordability of these biometric solutions.  
 

2. Political and Social Ramifications of Privacy vs. Security: Written policies, regulations and 

manual inspections are not enough for compliance given the exponential growth of identity 

repositories. Independent technology solutions that automatically enforce policy and protect 

information from data loss are also needed. An automated checks-and-balances approach 

within the data architecture strictly empowers policy makers to safeguard personal 

information from potential misuse. 
 

 

Colin Soutar, CSC, Director, Strategic Business Development, Identity & Privacy 
Assurance  

New considerations arise as biometric technologies continue to become more common and 

extend a presence from controlled environments, such as border crossing applications, to 

applications such as remote authentication in support of identity assurance.  For example, the 

use of biometric technologies on portable devices like smart phones and ruggedized portable 

kits requires that the technology be evaluated in each specific environment, with regards to 

potential threats and performance capability.  Typically, smart phones rely on a more open 

architecture than the way biometric technologies have traditionally been deployed. This opens 

up the need for innovative security technology integration for biometric technologies in these 

open architectures and incorporation of biometrics in conjunction with other security 

mechanisms, such as encryption.     
 

Similarly, the performance of biometric technologies on these portable devices needs to be 

considered in the context of available sensors and algorithms.   It is important to assess the 

performance and security of biometrics in these remote authentication contexts.  This allows 

biometric technologies to be used alongside other security factors, such as smart cards, PIN’s 

and passwords, in a quantified and commensurable manner.      
 

An ongoing consideration for the biometrics industry is the implementation of systems under 

varied international privacy regulations. As biometric technologies are deployed in support of 

trans-border applications, the need to provide an extremely robust IT security backbone for 

these applications is paramount to meet regulatory and legal considerations. In this regard, a 

recent communication from the European Commission proposes significant changes in the 

treatment of personal data see: http://ec.europa.eu/justice/news/consulting_public/0006/com_2010_609_en.pdf).  
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Alexey Khitrov, Speech Technology Center (STC), President 

The most pressing issue that is facing voice biometric segment is a lack of awareness about the 

growing capabilities of voice biometrics from the biometric community at large and potential 

clients.  Voice can offer quick and reliable identification (recording and real time), wealth of 

additional information (through speech analytics) and real time audio stream monitoring. Voice 

is a unique modality that doesn’t require any special collection devices (microphone are in 

every phone, laptop) and can provide reliable remote identification.  We as an industry must 

relay this message to the biometric world and potential clientele.  

 

Marcel Boogaard, HSB identification B.V, CEO 

Today more and more biometric data is collected and centrally stored by customers of our 

industry. This brings major challenges like privacy concerns of biometric systems. Although 

many people seems not to be aware of any threats involved in sharing personal data on social 

network sites, the industry has to educate users how biometric can not only be intrusive, but 

also can be used to prevent your identity being stolen. The use of biometrics shall always be 

proportional and transparent.  

 

Lars Lundgren Jr., Fingerprint Cards AB, VP Marketing & Sales 

Profitability.  Still, many of the core biometric companies are not making profit. Many un-

profitable core biometric companies and their technologies will either be acquired by larger and 

profitable companies or they will be disappearing from the market. 

 

Brian Skiba , MaxID, President 

The adoption within the US of biometrics is constrained by a number of factors.  First, the 

procurement process by the federal government is extremely long, burdensome and expensive.  

Consequently small, innovative technology companies can simply not do business with the 

federal government, and innovation to the federal sector, which in turn sets industry standards, 

is quite limited.  The industry overall has to focus on delivery new price and form factors for 

biometric adoption. 

 

John Che, ZK Software Inc., CEO 

Now the fingerprint identification technology applications in the world are very mutual. ZK 

already released multi-biometric identification terminals which combine fingerprint and facial 

identification technologies.  ZK is also researching iris and palm vein identification technology. 

How to successfully change our role from product provider to system solution provider is a big 

challenge for us.  
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Mike Grimes, President, Integrated Biometrics 

Meeting the market needs for mobility and price.  

 

Jimmy Bianco, Time Management Inc an LLC of Control Module Inc., V.P. of Sales & 
Marketing 

I believe cost will affect consumer level pricing in an overall market however making it more 

affordable for corporate installations as well. 

 

Sergio Rainero, GREEN BIT S.P.A., Vice President, MKTG & Sales  

Though the fact that standardization made decent progress still a lot of effort needs to be done 

to further enhance interoperability. Still acceptance of biometrics in e-ID and especially e-

Government applications needs to be strengthened. 

 

Anatoly Bokov, Sonda Technologies Ltd., General Director 

2011 will be the turning point for public acceptance of biometrics. Government decisions 

should be taken for compulsory biometric registration. 

 

Jason Dugger, e-DATA Corp., Director of Marketing/Creative Design 

Education remains the key. There’s obviously still a negative stigma surrounding: 

A. its reliability,  

B. costs to implement 

C. ―big brother‖ collecting biometric data (event though it’s just algorithms not images with us)  

D.  its necessity in everyday world, and 

E.  what biometrics even is – it’s not a household word yet. 
 
 

Chuck Thomas, Senior Manager  Sales, Identification Solutions, NEC Corporation of 
America 

Due to current economic situation many government agencies are holding back funds on many 

security automation projects; this will definitely put pressure on the industry. Recently 

announced consolidation of major tier-one vendors is making the biometrics playing field 

smaller, this may help the remaining players to stay competitive and further expand the product 

offerings. 
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Bill Dumont, Senior Vice President Worldwide Sales and Marketing & Uwe Richter, 
Senior Vice President Product Management, Cross Match Technologies 

As biometric technology matures, end users will continue to develop use cases and 

requirements, which help to drive the industry’s direction. With developments like the Aadhaar 

project in India, there will be more practical, real-world examples for consideration when 

developing new biometric products and services. This will be challenging for many companies 

that only provide generic, ―one size fits all‖ solutions. 
 

Neil Norman, Human Recognition Systems Ltd., Chief Executive Officer 

The recession has provided the biometrics industry with a real opportunity to mature into the 

industry sector it has promised for over 10 years. In particular, many of the pretenders, both big 

and small, have either failed or withdrawn to core business, leaving the real competence of the 

industry such as Human Recognition Systems to commercialise biometric technology. With a 

more efficient and effective supply chain, customers are able to better engage the market and 

move from concept to realisation much more quickly. Further, I believe that Government 

procurement will have to become smarter in order to achieve greater value for the taxpayer. In 

the old world, incumbent technology integrators would act as the gatekeeper to key Government 

accounts and the perceived value or risk-management they delivered has been shown to be out 

of step with the 30% to 50% on-cost they would add to the system.  
 

Referring to the recent M&A activity of Sagem and less so 3M, we have to be very mindful of 

the resulting concentration of Intellectual Property and the negative impact that will have on 

competition, especially on high-end Government contracts. Whilst the natural forces of 

competition will naturally impact this situation, there are now a high number of specified 

systems using branded technology now under the banner of Sagem Morpho and this will inhibit 

the ability to bring innovation to market on these contracts for some time with the end result 

being an artificially inflated price to the customer. 
 

Jason Cook, Smartmatic, Marketing Support Representative 

Funding of and actual programs to drive identity management and biometrics in the United 

States forward, have been lacking. There is a lot of talk about funding and creating of programs 

but not much action. One example of this is BOSS-U, which was supposed to provide a very 

large scope of action and we have only seen service contracts. The American public is still 

hesitant on biometrics because we haven’t had the necessary biometric knowledge campaigns to 

change the general public perception.  
 

Juergen Pampus, VP Sales & Marketing, Cognitec 

The industry is still facing budget cuts and delays in some countries, based on the economic 

crisis. However, we expect that we return to normal within 2011. 
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Russ Ryan, National Biometric Security Project, Vice President  

1. Interoperability 

2. Privacy issues 

3. Increased penetration into the private sector 

 

Miha Lederer, TAB Systems Inc., Project Manager 

Probably the most frustrating issue will still be one of legislation. Some countries have adopted 

restriction on the use of biometrics for access control or time and attendance. We have some 

ways to overcome this, but clearly this is not an ideal situation for us. 

 

Jim Fulton, DigitalPersona, Inc., Vice President Marketing 

 Application Availability – Biometric technologies have made strong inroads into the point-

of-sale (cash register) industry, and are poised to see strong growth in e-prescribing, but 

wide availability of applications is taking longer than most customers or vendors would 

prefer. 

 Privacy Fears – Biometrics are offering populations in many parts of the world that lack 

identity systems a practical way to gain access to services (such as entitlement benefits, 

voting, etc.) that they might otherwise be denied. However, people in many parts of the 

Americas and Europe remain concerned about the potential for theft and abuse when 

biometric data is stored centrally by governments or businesses. 
 

Igor GUO, Hangzhou Synochip Technologies Co., Ltd., Technical Director 

The most pressing issues we are faced with are mainly 2 problems.  
 

 First problem would be the safety concern of security system based on fingerprint 

technology. Currently speaking, biological identification is mostly used as a ―Key‖ or a 

―switch‖ and lacks the fundamental security bond with the whole security system to some 

extent. Therefore, the developing of combination of fingerprint Match-on-card and PKI 

system would undoubtedly become a new trend. Especially, the design and the development 

of applications which are based on match-on-card security chip and smart card chip would 

be the hot spot in following several years.  
 

 Second is the roadblock of sensor’s development. In recent years, the technology of sensor 

has changed from diversity to singularity; the vendors of sensor has also gone through many 

changes, e.g. acquisition and restructuring, and here now is already a market which is 

leading by AuthenTec’s semiconductor sensor. But there are still negative parts with those 

different sensor technologies. Problems like cost, ESD, whether friendly to use, as well as 

the service life are, to certain extent, holding back the mass application progress with 

fingerprint products in civilian area. 
 



Page 14 of 18 

                                           findBIOMETRICS.com     YIR 2010         Question 2 
 

 
 

Question 2 - What are the most pressing issues facing the Biometric Industry as we move into 2011? 

findBIOMETRICS.com   YIR 2010   January 17, 2011  

 

 

Marc Sima, Avalon Biometrics SL, Marketing & Sales Manager 

Consolidation & Mergers fuse large organizations to even bigger organizations with more 

influence on decision makers and key stakeholders, leveraging channels based on financial 

credibility rather than with state-of-the-art technology 
 

Jeff Carter, Hoyos Group, CDO 

1. Ensuring biometrics capture does not get associated with security platforms like full body 

scanners.  Two different solutions and many people lump them together. 

2. Privacy – privacy for all electronic and non-electronic forms needs a complete overhaul.  

Biometrics provides a potential solution but must act fast in order to capitalize and not be 

part of the problem. 
 

Young S. Moon, Suprema, Vice President 

Fast recovery of global economics to expedite nation-wide ID projects (e-passport and NID) in 

different countries 
 

Paul Schuepp, Animetrics Inc., President and CEO 

In the US, the collaboration between agencies, law enforcement, state agencies and research 

groups on the use of biometrics and on the sharing of databases has become one of the most 

important issues to the progress of biometrics put to important use for the nation and for the 

public. 
 

 

Martin H. George, Smart Sensors Limited, CEO 

We feel (and this is a personal and perhaps controversial view) that many players in biometrics 

still need to come to terms with the fact that biometrics is not viewed as an ―industry‖ except by 

those within it, especially guilty are those supplying the core technology who are often still 

falling into the trap of ―my biometric is better than yours‖. This attitude is regrettably 

encouraged by members of the media who are all too often looking for a simplistic and eye-

catching ―headline‖. The fact is that systems deploying biometric technology are a complex 

sum of the parts, and that biometrics is just one of a number of enabling components, each of 

which has a highly important role to play. The other key factor is that biometrics are only as 

good as the humans that use them – in other words we ignore the ―human factors‖ in the system 

at our peril. 
 

The other issues for me are those of the privacy and security debate, consolidation among 

technology providers and perhaps system integrators, and the growing body of work on 

standardization. On the first of those themes, we should be taking more about the notion of 

―proving entitlement‖ and not about identity or identification per se. Microsoft for one has been 

socializing the concept of U-Prove in this context. 
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Jeff Brown, SecuGen Corporation, VP of Sales 

 Still far too many sensor manufacturers and this creates confusion amongst end-users. 

 The Industry needs the economic recovery to continue. 

 

Eric Lee, Hanwang Technology Co., Director, Marketing & Sales International Division 

Provide the most usability and cost-effective technology to end user. 

 

Barry Hodge, SecurLinx Corporation, CEO 

Cost of technology and ROI justification for commercial markets. Government sales cycles are 

far too long. (I mean this in comparison to the usual which was always too long to begin with!) 

Consolidation of technology companies will have to accelerate. With L-1 out of the M&A 

picture, someone will have to step up to provide a way for good solutions in ―small‖ hands to 

find a way to the marketplace. 

 

Anne Marie Dunphy CFO, Jay Fry President & CEO Inc., identiMetrics  

In order for this industry to mature, we need to move beyond government markets into solutions 

for the consumer sector.  The consumer sector is The Holy Grail.  The computer industry was 

experiencing disappointing results until it crossed into consumer markets; then it experienced 

exponential growth.  The biometrics industry needs to invest in developing new markets and 

marketing methods beyond where it is today.   

 
 

Mariel van Tatenhove, Validity, Inc., VP, Marketing & Business Development 

1. Lack of awareness among consumers about the benefits of using biometrics:  

Validity has made tremendous efforts in 2010 to reach out to and educate consumers about the 

benefits of fingerprint sensors. We have received very positive feedback based on these efforts. 

Once people experience how easy the fingerprint solution is to use and set up and how it can 

reduce their password management frustrations, responses are overwhelmingly positive. We 

need to do much more as a collective industry to educate consumers about biometrics, the 

benefits as well as how easy it is to use. 

2. Is the biometrics industry ready to enter the mainstream market: 

Validity has seen the attach rate of fingerprint sensors in Notebook PCs increase in the last year 

due to the added convenience and security features. However, it is unclear if consumers at large 

are comfortable enough to use biometrics in the mainstream applications – around the house, at 

ATMs, grocery stores, etc. 
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Moty Grossman, VP Business Development and Marketing, C-True 

Governments and Enterprises are puzzled by the variety of biometrics means and this cause 

stagnation in their decision making and investments. It should be clear that ICAO standards, e-

Passports and e-ID are already defined and need to be deployed.  
 

Scott Coby, CEO, Triad Biometrics LLC 

In my opinion, in order for the biometrics industry to achieve greater acceptance, common 

public concerns need to be addressed and dispelled.  Popular among these concerns are the 

beliefs that (1) biometric templates can be decrypted and replayed, (2) biometrics can provide 

too high false accept rates, and (3) once an individual’s biometrics are taken, they can never be 

changed or cancelled thereby exposing the individual to a lifetime of potential identity theft. 

 

Roger van Diepen CEO, Touchless Biometric Systems 

Privacy protection rules and regulations. Large databases require larger fingerprint images to be 

recorded and/or more biometric features to be recognized. 
 

Jörg-M. Lenz, Softpro - Manager Marketing & Public Relations 

SOFTPRO is answering this question also from the perspective of a vendor for Biometric 

Signatures and with a focus on this part of the industry. 
 

Delivering a better understanding for Biometrics in general and dynamic signatures in particular 

is an ongoing homework as mentioned in the findBIOMETRICS report 2008 and 2009. A lot of 

progress was made in recent months. Prospects expect fast and accurate answers, ideally 

directly when keying a search in a search engine. They also increasingly rely on 

recommendations through social networks and seek dialogue-oriented companies which also 

communicate ―news to use‖ – for example via Facebook.  
 

Whether you call it ―Biometric Signature‖ or ―E-Signing with Handwritten Signatures‖: This 

sort of technology has a competitor in the field which is not another biometric characteristic. It 

is primarily the idea of chip-card based authentication (= digital signatures). The introduction of 

digital signature is meant to replace handwritten signatures with a combination of possession (a 

smart card or a token) and knowledge (a PIN or a password) plus a digital certificate. However 

the latter could also be combined easily with biometric method.  
 

Especially companies and institutions in the German speaking countries were reluctant for a 

long while in adapting to use the digitized handwritten signature for authentication purposes. 

Until 2007 the signature capturing devices available and widely in use in The United States 

were largely not seen as appropriate for the German speaking market as the quality of the image 

and the biometric data was seen as insufficient. 
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Jörg-M. Lenz cont’d. 
Meanwhile new signature pads became available and very popular and the situation has 

changed: E-Signing with handwritten signatures is a more and more familiar sight in banks, 

insurance companies, shoe and fashion stores, furniture retailers and in many other industries.  
 

For a long time several players in the German speaking market tend to focus on digital 

signatures as several market players like the former state-owned post and telecom services 

promoted this sort of technology as did politicians. Although Germany had one of the first laws 

on digital signatures in the world back in 1997 (―Signaturgesetz‖) the usage of digital signatures 

remains at a low level with the exception of a few segments where the German law requires to 

use qualified electronic signatures.  
 

The main hurdle for mass adoption is that smart card based signatures are seen as complicated 

and expensive. Hence the reputation of digital signatures is low.  Smart card based signatures 

also are linked to several projects that were only of limited success so far – some examples:  
 

In November 2010 the trial phase of the project ELENA (http://de.wikipedia.org/wiki/ELENA-Verfahren) 

was pro-longed until 2012, unsure if the trial would be followed by a full roll-out or complete 

stop of the project. ELENA was initially meant be the trigger for mass adoption of chip-card 

based signatures as several government services would have required to use chip-card based 

signatures.  
 

In April 2009 the introduction of Electronic Health Cards in Germany has been stalled because 

doctors are refusing to buy the necessary equipment to read them. 

(http://www.ehealtheurope.net/news/4757/germany%E2%80%99s_electronic_health_card_stalls) 
 

For many years politicians and lobbyists have promised the German public that there will be a 

―signature card‖ for everyone, similar to Austria, Belgium or Spain. As of today a mass 

adoption is not in sight. Projects which should have pushed a mass roll-out of smart cards which 

would be able to carry digital certificates for digital signatures were either stalled or stopped. 
 

As a matter of fact the usage of the citizen card (―Bürgerkarte‖) in Austria is extremely poor. 

Only a mere 8.000 users out of several million had chosen to pick a card with digital certificates 

allowing them to sign digital.  The start of the German new ID card in November 2010 was no 

initial spark for using signatures as there was no promotion for applications or hardware and of 

course no ―killer application‖ which would have attracted many potential users to invest in 

secure card readers and certificates. The ―AusweisApp‖ software also had to be taken offline 

just one day after it was launched because of security issues. In a survey in October 2010 only 

8% of the Germans indicated interest in using the online functionalities of the new ID card 

when applying for it.  
 

As consequence of the developments described above other means of authentication – such as 

dynamic signature recognition – are receiving more and more attention. E-Signing with 

handwritten signatures (= Biometric Signing) is the way to sign electronic that everyone 

understands and is socially accepted - now also in German speaking countries.  
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Grant Wickes, Wasp Barcode Technologies, VP Business Development  

Expanding the awareness and benefit of biometrics in small business.   Business owners need to 

understand that biometrics technology works, is affordable, and can be used to improve 

productivity at their businesses 
 

Mizan Rahman, M2SYS Technology, CEO & Chief Technology Officer   

 Cost continues to be an issue  

 Misunderstandings about biometric technology which lead to misconceptions about its 

impact on privacy and identity theft 
 

Jim Williams, Sr. Vice President for Global Professional Services at Daon 

A. To demonstrate to the world that a large scale national ID program works and that future 

applications can be built around that foundation. 

B. Ensuring that major biometric projects around the world successfully deploy multimodal 

programs. 

C. Continuing to make the case that biometrics protects individual privacy in order to grow 

public confidence in the provision of biometrics. 

D. Proving that biometrics, as part of registered/trusted traveler programs, hold the key to 

greater facilitation of legitimate travel, domestically and internationally. 

E. Ensuring that the biometrics industry can help provide security with the fast growing use of 

smart phones. 

Further exploring how biometrics may help in the battle for cyber security. 
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